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Abstract: The number of injected Android malicious applications is increasing, and the traditional
detection method heavily relies on lots of extracted characteristics. A static analysis method based
on function calling graph is proposed to detect injected Android malicious applications. The
method can efficiently detect injected Android malicious applications only by analyzing the
application’s structure, and there is no need for known characteristics. The method constructs a
function calling graph based on decompiled smali code, and sub-graphs will be further processed
to tell whether the Android application is malicious or not. The period of analysis is much shorter
than that of any other dynamic detection method. The detection method not only detects whether
the Android application is malicious or not, but also has the ability to tell which part of the
Android application contains malicious code. The approach is tested on 1 260 Android malicious
applications and 1 000 Android normal applications, and the test results show that the approach is
effective in detecting injected Android malicious applications. The detection rate of the method

for the injected Android malicious applications is 95. 94% when the false positive rate is 8. 90%.
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A comparison with the mainstream Android malware detection system Androguard shows that the

detection performance of the proposed method has a remarkable promotion.

Keywords: Android; malware; static analysis; function calling graph
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